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Overview

The cyber security landscape is constantly
evolving, and businesses of all sizes are at

risk of cyber attacks that can have serious
financial, operational, and reputational
consequences. To address this risk, it is critical
that all functional roles within a business
have a practical understanding of how to
implement effective cyber security measures
in their role, department, and organisation,
thereby reducing the risk of cyber attacks and
protecting sensitive information.

This course starts with a tour of the

modern security environment to establish

a foundational knowledge of threats and
vulnerabilities. It then follows through to
apply these learnings in the context of all
cyber domains covering topics including
risk management, security frameworks, roles

and responsibilities, security awareness
and culture, supply chain security, business
continuity, and more.

Participants will leave this course with the
ability to identify cyber threats applicable to
their function to make improved decisions
across strategy, operations, policy, and
processes for the protection of business
assets. Participants will feel empowered to
engage with technical professionals and
understand the relevance of their objectives.

Ultimately, the goal of the course is to equip
business professionals with the knowledge to
strengthen people, process and technology
defence lines, and to make informed choices
to improve security.



Course Objectives

This course will enable participants to:

1

2.

Recognise cyber threats and vulnerabilities:
Gain an understanding of the common types
of cyber threats and vulnerabilities and how
adversaries may use them to infiltrate people
or systems for a malicious cyber attack.

Contribute to organisational cyber security:
Become familiar with risk-focused cyber
controls, useful technologies, business
continuity objectives, supply chain
management, and other key topics to
contribute to the organisation’s security
posture.

. Implement Secure by Design principles:

Identify opportunities to embed security
principles into early stages of your program,
activities or function for a more secure
outcome aligned to organisation security and
risk management objectives, and customer
trust.
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Cyber security objectives and challenges
Policies, regulations, and frameworks

Roles and responsibilities

Threats, vulnerabilities, and the attack surface
Impact of cyber Incidents

Physical security

Data breaches and privacy

Cyber risk management
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Course duration: 2 days

4. Sstrengthen human-centric cyber security

defences: Learn how to support cyber security
defences that place a greater emphasis

on the role of people, amidst the constantly
evolving threat environment.

. Make informed strategic and operational

decisions: Learn how to make key strategic
and operational decisions within your role,
department, and/or organisation while
considering cyber security risks and impacts.

. Communicate effectively with technical

security professionals: Speak the same
language as technical security professionals
and feel empowered to contribute towards
security objectives. Also, join the global cyber
security community, stay up-to-date with
security news, and follow key changes to legal
and regulatory requirements applicable to
cyber security.

Supply chain security

Cyber security controls

Security by Design

Cyber security current and emerging
technologies

Business continuity and disaster recovery

Cyber security in industry



Course delivery

As part of PM-Partners’ new integrated learning solution, this course offers you the option to

attend our bespoke classroom in person or virtually by dialling in from a remote location. Trainers
are skilled at both delivery methods and use the latest in virtual technology to simultaneously
provide participants with the same interactive, multi-faceted and challenging learning experience.
Whichever delivery mode you choose, comprehension and recall techniques will be used to
provide you with a solid understanding of Cyber Security fundamentals.

For group bookings, courses can be customised to suit your requirements and conducted onsite at
your premises, at our training centre, or virtually.

» Virtual training: Learn more about our virtual delivery.
» Materials: A comprehensive participant workbook is provided.

» There are no pre-requisites for this course.

Exam and certification

This course includes the Cyber Security for Weekday (in-class/virtual) courses
Project Professionals exam which consists of: Exam taken on afternoon of day 2 of the course.

. . ) Weekend (virtual) courses
» 50 multiple choice questions

Online proctored exam taken after the course.
» 60% pass mark On completion of the virtual training, you will
receive an invitation to book your exam. You have
6 months to sit the exam online. Please check
availability when making your booking.

» 60 minutes duration

» Closed book

APMG International administers the Cyber Security for Project Professionals exam scheme.



https://www.pm-partners.com.au/wp-content/uploads/2021/02/PM-Partners-Virtual-Training-FAQs.pdf

Who is this course for?

In today’s digital age, all business job roles can benefit from understanding core cyber security
concepts and their application within policies, processes, and operations of all business functions.

The below roles are particularly crucial to an organisation’s overall cyber security posture:

» Project Managers

» Business Managers

» Change Managers

» Executives

» Finance, HR, Legal and Operational Managers

» Risk and Compliance professionals

PDUs

Professional Development Units. Participants who have been awarded the Project Management
Professional (PMP)® credential by the Project Management Institute (PMI)® are eligible to earn 14 PDUs
for their participation in this course (4 Ways of Working, 10 Business Acumen).

Participants holding any of the Project Management accreditations (CPPP/ CPPM/ CPPD) are eligible
to earn 20 CPDs for this short course.

PMI and Project Management Professional (PMP) are registered marks of the Project Management Institute, Inc.

On completion of this course, you will be awarded with a PM-Partners digital badge.
These are widely accepted by leading organisations as recognition of specialist training
and often shared on social media.

On the last day of training, you will be provided with a Digital Credential via the Credly
Acclaim platform. This badge can be added directly to your LinkedIn profile and/or
shared to your newsfeed, or other professional profile, to share your achievement with
your network.

PMI and Project Management Professional (PMP) are registered marks of the Project Management Institute, Inc.



Why learn with PM-Partners?

Because we turn your career godls into reality.

Poor project skills are consistently quoted as a key
reason for project failure. To be successful in project
delivery, it's critical to invest in yourself and the
capabilities of your team. This means setting clear
goals and making a commitment to continuous

improvement.

Certification and training is a vital part of this journey.
But you need to know which foot to put forward, and
when, to ensure you're heading in the right direction.
That's where our expert guidance and support comes in.

Tell us where you want to go

At PM-Partners we start every conversation with the
question, ‘'Where are you trying to go?" We then apply
our expertise to show you exactly ‘how’ to get there.

We believe that having the relevant skills and
methodologies is critical to delivery success, and
ultimately career success. Depending on your aims, our
team of professional development consultants will work
closely with you to create a development pathway, or
team training program, that aligns with your goals.

Helping to develop professional capabilities

for 25 years

Our accredited programs provide certification and
development across a range of globally recognised
project management and delivery streams.

Each year, our expert facilitators train and certify
more than 12,000 people throughout Australia,

New Zealand and South-East Asia to best practice
standards. All highly qualified practitioners in their
field, they draw from real-life scenarios and their own
experience to add real value for individuals, teams

and organisations.

Our promise to you
PM-Partners is committed to providing industry
leading education that is relevant, up-to-date and

designed to meet your specific needs.

We offer qualifications in multiple disciplines, including
key products in AXELOS' best practice portfolio, such
as ITIL, PRINCE2", PRINCE2 Agile’, MSP*, MoP*, P3O" and
P3M3"; APMG's AgilePM’, AgileBA®, AgilePgM™, Lean Six
Sigma, Managing Benefits, Facilitation and Change
Management; as well as the Scaled Agile Framework®
(SAFe”); and Business Analysis programs from The
Australian Chapter of the International Institute of
Business Analysis™ (IIBA®), to name a few.

To find out more about how we can help you or your
organisation uplift their capability, contact the experts
on 1300 7013 14.

Mike Boutel

Jourdan Clark
Sales Manager

Brooke Barclay

Corporate Training
Consultant

Head of Training

ITIL" / PRINCE2’/ PRINCE2 Agiile’ / MSP* [ MoP*/ P30" / P3M3" are registered trademarks of AXELOS Limited, used under permission of AXELOS Limited. All rights reserved.
AgilePM® | AgilePgM® | AgileBA® are registered trademarks of Agile Business Consortium Limited. All rights reserved. APMG International Change Management, APMG
International Facilitation and APMG International Lean Six Sigma are trademarks of The APM Group Limited. All rights reserved. All rights reserved. Scaled Agile
Framework” and SAFe” are registered trademarks of Scaled Agile, Inc. IIBA” is a registered trademark owned by International Institute of Business Analysis



Leading the way in training delivery

Our training facilities are equiped with the latest and most
innovative technology to bring you the best learning experience.
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*Please note: payment is due 14 days before course start date.

Buy now, pay later with interest-free terms

Pay just 50% of your course fee now and pay the other 50% 14 days before your course starts. Select
invoice on checkout and one of our consultants will call you to arrange your payment plan.
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Customer story

Listen to Dominic Cain speak about
how he went from being a young
Chef to a Programme Director.

vimeo.com/pmpartners/customer-story



CC PM-Partners have

been leaders in training and

professional certification for
over 20 years.

Our trainers are highly
qualified practitioners in their
chosen fields. .’,




